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Abstract—The rapid evolution of digital environments and
their integration into critical operations of our society have led
to substantial challenges in advancing cybersecurity to ensure
the proper functioning of these systems . In the face of over-
evolving cyber threats and attacks, systems must be equipped
with robust mechanisms for protection. In this context, resilience
techniques aim to mitigate such treats. However, the evaluation of
these techniques is a crucial process, enabling informed decision-
making and proactive threat mitigation. This article introduces
a methodology based on regression testing for evaluating the
impact and cascading effects of resilience strategies. It delves
into the methodology’s adaptability across different scenarios and
provides insights about the evaluation process.

Index Terms—resilience, regression resting, moving target
defense, cloud computing, IoT, resilience evaluation

I. INTRODUCTION

In times characterized by the rapid evolution of digital
environments, our interconnected society finds itself con-
fronted with a wide range of cybersecurity challenges. These
challenges extend to the analysis of cloud continuum and IoT
platforms, where the demand for resilient solutions becomes
more critical than ever. Over the years, the study of resilience
techniques has witnessed significant growth [1], highlighting
the critical need for evaluating such techniques and strategies.

This article introduces a novel methodology based on re-
gression testing. It’s primary aim is to comprehensively assess
the impact and cascading effects of resilience techniques,
with a specific focus on those leveraging Moving Target
Defense (MTD) strategies. This methodology considers the
impact from two distinct perspectives. Firstly, it analyses
the repercussions that changes in one system component can
produce on other interconnected components within the same
system. Secondly, it extends its scope to encompass a broader
landscape, delving into the potential cascading effects that
changes in one system component could trigger in another
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interconnected system. By doing so, this methodology offers
a systematic approach to the evaluation and understanding of
resilience techniques within interconnected infrastructures or
systems.

The remainder of this paper is organized as follows. Section
II presents the related work, Section III presents the proposed
methodology with an illustrative example, Section IV presents
a discussion, and Section V presents final remarks and con-
clusions.

II. RELATED WORK

In the field of cybersecurity resilience, a strong background
of research and methodologies can be found in the literature.
This section provides a concise overview of related work,
focusing on the assessment of resilience techniques. By sur-
veying existing literature and methods, we establish the context
for the proposed methodology.

Resilience refers to the ability to resist, absorb, recover
or adapt to adversity or changing conditions [2]. Several
approaches to achieve resilience can be found in the literature,
an overview of these are described below:

o Dynamic adaptation: Strategies such like Moving Target
Defense (MTD) involve dynamically changing the system
components to reduce the attack surface and mitigate
potential threats and attacks. In the literature, examples
of self-adaptive architectures can be found in [3], [4], and
[5].

o Data protection and access control: Safeguarding data
confidentiality, integrity, and system availability is the
objective of these techniques. For instance, a various
range of encryption mechanisms for cloud computing
have been developed [6].

« Incident detection: Several approaches of intrusion detec-
tion systems that continuously monitor traffic data and
systems can be found, from using rule-based approaches
to ones optimized with the use of machine learning



techniques [7]. These systems can be complemented with
incident response plans [8] and threat intelligence [9].

In the field of cybersecurity, regression testing plays an
important role in ensuring the resilience and security of
software systems. It involves comparing two different versions
of a system to provide confidence that new changes do not
interfere with existing features [10]. Regression testing serves
as a proactive measure to assess the security of software and
systems, ensuring that security mechanisms do not introduce
vulnerabilities. By incorporating regression testing into secu-
rity practices, organizations can systematically evaluate the
impact of modifications within the system, thereby enhanc-
ing cybersecurity resilience and maintaining the integrity of
critical infrastructures and interconnected systems.

III. TESTING METHODOLOGY

This section introduces the testing methodology, which is
grounded in the principles of regression testing. The method-
ology is designed to evaluate the effectiveness of resilience
techniques and mechanisms that dynamically adapt system at
runtime, achieved by adding or removing system components,
with a particular focus on Moving Target Defense (MTD).

The primary goal of this methodology is to comprehensively
evaluate the impact of implementing changes within a system,
with a particular focus on modifications introduced by MTD-
based techniques. The assessment of impact encompasses two
key perspectives. Firstly, it considers the repercussions that
a change in one system component may induce in other
unaffected system components that are interconnected with the
modified one. Secondly, it examines the consequences that a
system may trigger within another interconnected system when
alterations are made. In this latter scenario, the interconnection
of two systems is regarded as an unified entity, enabling
a holistic evaluation of the consequences of changes across
interconnected systems.

MTD-based techniques such as dynamic network recon-
figuration, software diversity, and adaptive access control
implement strategic modifications in systems based on events
and system metrics. These changes are executed with the
objective of minimizing a system’s attack surface. They can be
applied proactively, aiming to prevent potential threats before
they are detected, or reactively, with the purpose of mitigating
damage and containing potential attacks after their detection.
This flexibility allows for a more comprehensive approach to
cyber resilience in the face of evolving threats.

The testing methodology proposed in this study leverages
the capability of regression testing, a method that involves
comparing two versions of a software system. This inherent
capability makes regression testing particularly well-suited for
evaluating the effectiveness of MTD-based resilience tech-
niques. To employ regression testing, a test suite must be
established; this suite comprises the set of test cases to be
executed within the system. However, executing the entire test
suite can use a lot of resources and can be costly. This leads
to challenges such as the need for test suite minimization,
test case selection, and prioritization. These challenges aim

to optimise the execution of the test suite while maintaining
comprehensive coverage of the test cases.

The key concepts of the methodology are illustrated in
figure 1 and it involves:

o Resilience techniques: Encompass a diverse set of strate-
gies and mechanisms employed within a system to with-
stand and recover from cyber threats and attacks. This
methodology places a particular emphasis on MTD-based
techniques, which involve the deliberate introduction of
dynamic changes within a system. these changes include
adding or removing systems components, all with the
objective of mitigating potential attacks and reducing the
system’s attack surface. Their effectiveness is evaluated
through a series of comprehensive tests and assessments.
By examining various metrics within the system, the
methodology seeks to uncover insights into the landscape
of cyber resilience in the system.

o Test suite generation: The foundation of the testing
methodology lies in the creation of an initial test suite,
a critical component in the evaluation process. This
initial test suite can be sourced from existing datasets
made available by organizations or it can be generated
specifically for the system under testing. Test suites
often encompass a mixture of elements, ranging from
redundant test cases to reusable ones, and in some
instances, obsolete test cases that may no longer align
with the system’s current configuration, functionalities,
or requirements. As a result, the process of the test suite
generation must contend with several challenges such as
test suite minimization, test case selection, and test case
prioritization.

« Test execution engine: Once the test suite is defined, the
execution engine takes center stage in the evaluation pro-
cess. This component is responsible for orchestrating the
execution of the designated test cases within a controlled
environment. The primary objective is to check whether
the newly modified version of the system continues to
meet the same requirements and standards as it did
prior to the implementation of changes. The execution
engine evaluate the system’s response to various scenarios
and conditions. It simulates real-world conditions in an
isolated environment and assess how the system behaves
in the face of dynamic alterations, safeguarding critical
systems and data.

e Metric Collector: As the tests are executed, the metric
collector assumes the responsibility of gathering a diverse
array of pre-defined metrics about the system’s behavior.
These metrics serve as pieces of information useful to
make an analysis of both performance and resilience.
The metric collector operates as an observer, capturing
data points of the system’s response during the evalua-
tion process. These metrics encompass a wide spectrum
of system attributes, including response times, resource
utilization, error rates, and security-related parameters.
However, the evaluation conducted by the metric collector



goes beyond the boundaries of the modified system com-
ponent. Recognizing the interconnected component and
systems, it acquires metrics not only from the modified
component but also from the interconnected ones. This
holistic approach ensures that the assessment accounts for
potential cascading effects and dependencies within the
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Fig. 1. High-level architecture of the testing methodology

This methodology seamlessly integrates into the software
development lifecycle, offering flexibility and adaptability
from design to production phases. During design time, its
modular architecture allows for the proactive inclusion of
resilience strategies, including MTD-based approaches. In
production, the methodology becomes an integral part of the
testing phase, enabling assessments of operational software’s
cyber resilience.

In the context of cybersecurity, this methodology proves to
be versatile and applicable to a wide range of scenarios and
use cases, several of which are described below:

e Cloud environments: The methodology excels in assess-
ing cyber resilience of cloud-based services and infras-
tructure. This methodology can assess the impact of
changes in cloud configurations, access control policies,
and service availability.

e IoT environments: Evaluating security and resilience of
IoT devices and their interconnections. It includes a
evaluation of how changes in devices and configurations
impact the overall system.

o Smart Cities: This methodology is a tool for evaluat-
ing the resilience of smart city infrastructure, including
sensors, communication networks, and data processing
systems. This can help identify vulnerabilities and quan-
tifies the consequences of infrastructure changes, thus
facilitating early mitigation of threats and attacks in
interconnected systems.

o Network infrastructure: Evaluating the resilience of com-
ponents such as routers, switches, and firewalls. Given
the potential effect of resilience techniques such as MTD
in network infrastructures, this methodology effectively
assesses the impacts on other network components.

o Telecommunication networks: It is equally adept at eval-
uating the impact of alterations in network configurations
and traffic patterns within telecommunication networks.

o Software applications: With its adaptability, the method-
ology is well-suited for assessing changes in web ap-
plications, mobile apps, and software applications. the
evaluation ensures that system requirements continue to
be met as changes are introduced.

A. Ilustrative example: Electric Vehicle Charging Station

Electric vehicle charging stations (EVCS) serve as a good
illustration of critical systems where MTD-based approaches
can be applied. These stations encompass physical and virtual
components within their architecture. The EVCS architecture
includes several key components, as depicted in Figure 2
which provides a high-level model of an EVCS. These com-
ponents include:

o Charging Stations (CS): Each station originates from
different vendors, having distinct attributes and capacities.
All charging stations are connected to the CSMS.

o Charging station management system (CSMS): This web
platform is responsible of remotely maintaining and
monitoring the CSs. It operates within a private cloud
environment and utilizes the Open Charge Point Protocol
(OCPP) to communicate with the charging stations.

o Network switch: This component delivers essential Eth-
ernet connectivity to the CSs.

e Router: Serving as an intermediary network device, the
router facilitates the connection of CSs to the Internet.

o WiFi Access Point (AP): Selected CSs benefit from WiFi
connectivity provided by this component.

o Feeder Protection Relay (FPR): Holds responsibility for
safeguarding CSs against overloading and circuit faults.

o GPS clock: Ensures precise time synchronization for the
FPR.
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Fig. 2. EVCS architecture model

Figure 2 provides a visual representation of the interde-
pendencies among components within the EVCS system. Of
particular note is the integration between each CS and the
CSMS. This inherent connectivity means that any change
introduced to the CSMS has the potential of having an impact
on the functioning of the CSs. Consequently, it becomes



imperative that each modification within the CSMS is properly
executed to safeguard against adverse effects cascading down
to the CSs.

For example, consider a scenario where the decision of
replacing the existing CSMS with an alternative instance of the
web application is made. Such transition implies that the CSs
must establish new connections with this new CSMS instance.
To ensure seamless and uninterrupted functionality, it becomes
essential to update connection credentials and pertinent in-
formation in the CSs. This proactive step guarantees that
the charging station network remains robust and dependable
despite the architectural change.

Another important factor to consider is how much the EVCS
relies on other external systems. One key example of this
reliance is with the energy provider. The charging stations de-
pend on a constant and reliable supply of electricity to operate.
In the case of an unexpected event happening, like a power
outage or disruption, it directly impact the functionality of the
EVCS. These disruptions can lead to outages in the charging
stations, which will affect EV users and potentially impact
the charging network. Therefore, evaluating the resilience of
the EVCS also involves assessing its ability to respond and
recover from external event and disruptions.

Moreover, these examples highlight the importance of com-
prehensively testing and assessing the impact of changes
within the EVCS system. The proposed methodology, which
concentrates on evaluating resilience and conducting regres-
sion testing, provides a structured way to analyze scenarios
like these. This approach helps the resilience mechanisms to
make informed decisions and take proactive steps to prevent
potential disruptions.

IV. DISCUSSION

Regression testing emerges as a highly promising tool for
the evaluation of MTD-based approaches. However, in the
context of complex and large systems, the execution of an
entire test suite can mean to spend a high amount of resources.
This is the point where the use of test suite minimization,
test case selection, and test prioritization strategies becomes
imperative. These strategies are essential not only for reducing
costs but also for ensuring that test coverage is maintained.
Furthermore, they play a crucial role in verifying that all
system requirements are assessed.

Some of these strategies rely on system models, such
as graph models and transfer functions. Here we highlight
the potential of incorporating emerging technologies, such as
Digital Twins (DT), into these test suite minimization, test
case selection, and prioritization strategies. DTs are defined
as the virtual replica of a system created by merging models
and data [11]. With their simulation and emulation capabilities,
DTs offer an opportunity to optimize the resources required
for regression testing. By leveraging the power of DTs, we
can enhance the efficiency of regression testing processes.

V. CONCLUSION

In this article, we introduced a novel methodology based
on regression testing, tailored for the evaluation of MTD-

based resilience techniques. Our methodology demonstrates
its adaptability across diverse environments encompassing
domains like cloud computing, IoT, smart cities, network
infrastructures, telecommunication networks, and software ap-
plications.

The methodology addressed various challenges inherit to
regression testing including test suite minimization, test case
selection, and prioritization. These considerations are crucial
when ensuring the comprehensive evaluation of MTD-based
approaches and their potential cascading effects.

As part of our future work, we plan to implement the
testing methodology within the case study of Electric Vehicle
Charging Stations, as introduced in Section III. Our goal is to
delve deeper into understanding the impact of incorporating
MTD-based resilience strategies within the system, while also
analyzing the potential cascading effects on other critical
infrastructures interconnected with it.
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