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Abstract. Digital Twin (DT) is one of the pillars of modern information technologies that plays an important role on industry’s digitalization. A DT is composed of a real physical object, a virtual abstraction of the object and a bidirectional data flow between the physical and virtual components. This paper presents
a DT-based tool, called TaS, to easily test and simulate IoT environments. The
objective is to improve the testing methodologies in IoT systems to evaluate the
possible impact of it on the physical world. We provide the conditions to test, predict errors and stress application depending on hardware, software and real world
physical process. The tool is based on the DT concept in order to detect and predict failures in evolving IoT environments. In particular, the way to prepare the
DT to support fault injection and cybersecurity threats is analyzed. The TaS tool
is tested through an industrial case study, the Intelligent Transport System (ITS)
provided by the INDRA company. Results of experiments are presented that show
that our DT is closely linked to the real world.
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Introduction

Testing is a crucial step of any software development process [3]. As a result, various test cases (e.g., unit tests, integration tests, regression tests, system tests) need
to be designed and executed in a production-like environment that reproduces the
same conditions where the software under test would run. However, having access to such an environment may be hard to achieve and it is even particularly
challenging in the IoT area.
The access to IoT devices might be non-trivial or limited due to many factors.
For example, networks of physically deployed devices are typically devoted to
production software. Testing applications on top of those networks might involve
additional testing software, which might affect the overall performance and the
revenue generated by the devices (e.g., applications need to be stopped to load
their new versions).
Software simulators proved to be valuable in easing the verification of the software requirements. They provide software developers a testing environment to at
least manage the execution of test cases. IoT Testbeds play a similar role in testing
IoT applications. They offer a deployed network of IoT devices where developers
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can upload their applications and test their software in a physical environment.
IoT-Lab [1] and SmartSantander [17] are good examples of IoT testbeds. Testbeds
often have a predefined fixed-configuration and architecture. They are also usually shared with other users, which can be a problem for measuring application
quality. Hence, this problem might make simulators more attractive since they
provide a more customized and controlled environment. Furthermore, simulators
avoid the need for a more expensive physical network of devices.
The main issue regarding simulators is that they are not directly linked to the
real environment and any evolution of this latter (e.g., addition or deletion of a
new IoT device or gateway) is not automatically taken into account in the simulation mode. Also, physical process dynamics may be hard to be reproduced
in simulations. As a result, physical properties and events, such as process disturbances or devices failure, may not be quantified during the software testing
process. Besides, simulation can rely on predefined scenarios that can have different behaviours in real environments since simulation is based on the abstraction of some layers. The continuous monitoring of real systems is needed to feed
simulators in order to have more accurate results. In addition, recommendations
from simulators can be taken into account in the real world if a bidirectional relationship between these two worlds exist. This is exactly the essence of Digital
Twins.
The main contribution of our paper is the design of a tool, called TaS (stands for
Test and Simulation), based on the concept of Digital Twin, to simulate, test and
predict errors in real IoT systems. The tool supports functional and non-functional
testing through the real-time connection of the physical system to a new software
version deployed in the DT. This way, it is possible to verify that the changes
made in the code do not impact the existing software functionality. Also, the DT
may be used to elaborate a what-if analysis resulting in a better evaluation of
attacks, error cases, scalability and performance stress situations. For example,
it is possible to perturb the system to test unexpected scenarios and analyze the
response. TaS has been validated through different experiments performed in the
context of H2020 ENACT project3 .
The paper is organized as follows: Section 2 presents several solutions for the
simulation of IoT environments as well as the usage of DT for this kind of technology. Section 3 presents the basics to understand the concepts of DT as well
as simulation and testing. Section 4, presents the TaS tool, its architecture and
different details of its implementation. In section 5, we present the application of
such DT-based Test and Simulation tool on an industrial experimental case study
called ITS. Finally, we conclude the paper and discuss future work in section 6.

2

Related Work

In recent years, both academia and the commercial market offered solutions in the
design of DT. Following we present some relevant works regarding DT as well as
simulation and testing for IoT systems. We also explain the existing challenges
in IoT applications and how our approach can help to solve these limitations.
Digital Twins — are a digital representation of a physical object or system or a
system of systems (like an IoT network). The technology behind Digital Twins
3
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has expanded to include complex elements such as buildings, factories and networks, and some even consider that people and processes can have DTs.
A DT is composed of a virtual object that models a physical component. Both
components exchange information and the virtual object continually adapts to
operational changes based on the collected data from the physical component.
The connection between the physical and virtual objects can forecast the future
of the physical component using the collected data [19]. This way, DTs supply
a system with information and operating status providing capabilities to create
new business models and decision support systems. Also, it is possible to make
more accurate predictions and information-based decisions using analytic, predictive diagnosis, and performance optimization. Other uses of DT include reducing costs and risks, improving efficiency, security and resilience.
The idea first arose at NASA, where full-scale mockups of early space capsules,
used on the ground to mirror and diagnose problems in orbit, eventually gave way
to fully digital simulations [14]. But the term became very popular when Gartner
named DTs as one of its top 10 strategic technology trends for 2017 4 saying that
within three to five years, “billions of things will be represented by Digital Twins,
a dynamic software model of a physical thing or system". In essence, a Digital
Twin is a computer program that takes real-world data about a physical object or
system as inputs and produces as outputs predictions or simulations of how that
physical object or system will be affected by those inputs.
IoT Simulation and Testing — The field of simulation and testing in IoT also
has gained momentum when it comes to generating novel, cutting-edge ideas.
In the recent years, academia proposed several IoT simulators each mostly focusing on a particular layer of the communication stack. For instance, Cooja5
and OMNeT++6 focus on simulating networking aspects of the systems. Other
simulators, like SimIOT [18] or IOTsim [22], focus on data analytics rather than
lower aspects of the systems. Another approach, like iFogSim [7], try to perform a
complete simulation. However, having a full stack simulation from a single component or product can be challenging. Other alternatives proposed hybrid models,
such as [2], which try to leverage several simulators, each for a particular layer,
to reproduce the behaviour of a system from a holistic perspective.
The DTs are a development of modelling and simulation technology. Traditional
simulation methods are of limited capabilities in evaluating system performance.
By integrating IoT technology, DTs are the breakthrough of the existing limitations on the modelling and analysis capabilities of simulation [11]. The major
difference between a simulation and a DT is the data interconnection that allows to exchange information between the physical and the virtual object, i.e.,
a simulation predicts future states of a physical system based on a set of initial assumptions [21]. However, a DT tracks the current and past states of the
physical component that is being used in operation and is being simulated within
the virtual object. Often the computational models which are used to infer the
current state of the physical objects are the same models which can be used in
simulation to predict future states. The simulation models can provide additional
decision-making information for optimizing future operations, forecasting degradation mechanisms, and predicting future failures.
4
5
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Research-based simulators often ignore problems such as the lack of standardization, which poses a challenge when it comes to creating synergies and interoperation between different simulators. A research-based simulator can be volatile
and can change its application interface rapidly. This volatility generates extra
overhead since developers need to adapt their code to the new changes. In addition, simulators created by research are often not maintained or discontinued, i.e.
bugs remain and new features or improvements are not made. Nevertheless, some
simulators are open source, allowing contributions from the community to their
development and maintenance.
Testing Challenges — The research work regarding testing point out that there
is a need for a complete set of tests and simulation solutions for IoT. Systems
should be tested based on different scenarios that involve the generation and use
of high amounts of sensor and actuator data, which is not always practical to set
up in a given IoT environment, but serves to stress the boundaries of the environment in order to detect potential problems. This is exactly what we propose
in this paper by conceiving a DT-based on a simulation and testing tool. Notice
that the concept of DT for IoT has been used the first time in 2016 [6] where
the authors proposed first ideas to define DT for industrial IoT. Then this concept
has been studied mainly from a research point of view in [15] to address, e.g.,
smart grids and smart factories. The proposed tool that we present in this paper is
generic enough so that it can be applied to different sectors (e-health, transport,
telecommunication, etc.) and tackle different test objectives such as security, scalability, energy consumption. In addition, most of the existing DT proposals are
designed for optimization of the physical object, system security and resilience,
real-time monitoring, prediction of future behavior or training for operator users.
Less attention has been paid to DTs applications to overcome the mentioned simulation limitations and improve IoT testing methodologies. Some proposals that
have addressed this problem are analyzed as follows.
The paper [13] presents a survey providing the DT original definition and addressing the relevant aspects that a DT should support. It illustrates the application of
the DT concept in four application scenarios. One of them is of particular interest
for us, this regarding DT for sensors. Following this paper, sensors can be represented by a logical object or several ones, which are associate to the physical
entities. In this DT, it is required that logical objects should be strongly synchronized with the physical objects. The objects are continuously updated. We
have the same requirements regarding the sensor DT we defined in this paper. In
addition, we go beyond this approach by developing a tool that implements the
proposed solution.
In [16], it is presented an IoT-based DT of a cyber-physical system that interacts
with the control system to ensure its proper operation. The proposed DT is validated on a distributed control system. Security measures are also implemented
based on cloud computing. This work has the advantage that the proposed DT
can contribute to mitigate individual as well as coordinated attacks.
The work in [9] proposes a tool to validate models of legacy systems. Their objective is to test the models of an existing production system through simulation
and then incorporate this validated model in a DT. In this case, the proposition is
oriented to create the modelling of an existing system. In our proposal, we go further by proposing a tool that test the whole system considering also the physical
interaction.
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The authors of [8] designed an open-source toolkit composed by five open-source
tools (Eclipse Hono 7 , Eclipse Ditto 8 , Apache Kafka 9 , Influx DB 10 and Grafana
11 ) for each data processing layer of IoT and DT reference architectures. The
toolkit is evaluated using a benchmark dataset. The architecture of the toolkit is
more complex than the proposed for our tool. Some experimentation showed that
Hono and Ditto platforms have some limitation on massive packet processing
[10] which may be a serious limitation to scale IoT applications.
In [4], the authors propose a DT for testing properties and characteristics of the
physical object, i.e., for physical experimentation. Their work is motivated by the
limited possibilities to physically experiment with convoy belts and how timeconsuming this activity is. DT present a solution to create an environment to test
objects using models without carrying out it physically. Our work provides also
testing functionalities but with a focus in the software that controls the physical
process and which are the possible impacts of it in the physical world. In this
paper, we explore the creation of a DT to improve the development process of the
software that controls the physical system. For that, we present a testing tool to
evaluate functional and stress tests.

3 A Test and Simulation (TaS) Tool based on Digital
Twin for IoT environment
This section contains three subsections. In the first subsection, the architecture of
the tool called TaS enabler is presented. The second section presents its functionalities. The third section describes its implementation.

3.1

The approach and architecture of the tool

In this subsection, we present the architecture of the TaS enabler, which is based
on the concept of DTs [5]. Figure 1 illustrates the TaS enabler architecture.
On the left-hand side, we have the system in a real (production) environment.
The communication between the sensors, actuators with the IoT component is
typically done via a broker. The sensors capture and send the surrounding information (e.g., "temperature") to the IoT system. Based on input data, the IoT
system reacts differently and sends actuation data to change the actuator settings
(e.g., "change the heating level").
On the right-hand side of the figure, we have the Smart IoT System (SIS) in a test
environment and the TaS enabler. The system under test is the SIS that needs to
be tested. The TaS enabler simulates sensors and actuators. The topology on the
left side is very similar to the topology on the right side. The only difference is
the simulated sensors and actuators. The simulated actuators collect the actuation
data sent from the IoT system. The simulated sensors play the same role as the
physical sensors providing the data signal to the IoT components. However, they
are much more valuable than a physical sensor in terms of testing in the following
ways:
7
8
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Fig. 1: Test and Simulation (TaS) Enabler approach and architecture

– Firstly, by using the dataset recorded from the physical environment, the
simulated sensors can repeatedly simulate the surrounding environment at a
specific time. In reality, an event may happen only once, but the simulated
sensor can generate the same event as many times as needed for testing purposes.
– Secondly, the physical sensors passively capture the state of the surrounding
environment. It can be challenging to obtain different data from the physical
sensors. In contrast, the simulated sensors use the dataset in the Data Storage
as a data source. Therefore, we can generate various testing scenarios by
modifying the events in the Data Storage.
– Moreover, the TaS enabler also provides a module to manipulate the data
from the sensors. The Regular and Malicious Data Generator can generate
regular data to test the functionalities, operations, performance, and scalability (relying on pre-recorded data). It can also generate malicious data to test
the resiliency of the system to attacks.
Besides the simulated sensors and actuators, the TaS enabler also provides some
modules which support the testing process 1. The Data Recorder module records
all the messages going through the broker in the physical environment. Each message can be considered as an event happening in the physical environment. Then,
the recorded messages are forwarded to the broker in the testing environment.
In this way, we have a “twin version” of the physical environment. What has
happened in the physical environment is reproduced in the testing environment.
Besides, the recorded messages are stored in a Data Storage as a dataset for later
testing. The recorded dataset can be modified (muted) to create a new dataset,
e.g., "change the event order", "delete an event", "add a new event". All the testing datasets are stored in the Data Storage. The Regular and Malicious Data
Generator enables the simulation of different sensor behaviors, from normal behavior to abnormal behavior, such as a DOS attack (the sensor publishes massive
data messages in a short time), node failure (the sensor stops sending data). With
data mutation, the TaS enabler can help build datasets for testing many different
cases hard to produce in real life. Finally, the Evaluation module analyses the
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simulation input and output and combines them with the logs collected from the
IoT system to provide the final result of a testing process.
The next section presents more details on the functionalities of the tool.

3.2

Tool Implementation

Most of the testing scenarios are defined by the information about the surrounding
environment captured by sensors. The following subsection goes into detail about
the simulation of sensors.

The simulation
The simulation of sensors — The sensor provides the input data of an IoT system. The simulation of a sensor corresponds to the simulation of the data stream it
provides. The simulated sensor has been designed for flexibility in the following
ways:
– It supports different types of data report formats:
– It supports different data sources which are used for simulation:
– It supports simulating several abnormal behaviours, such as, low energy,
node failure, DOS attack, and slow DOS attack.
– It supports multiple measurements with the different data types, such as
Boolean, Integer, Float and Enum. For each measurement, there are several
abnormal behaviours that can be selected, such as "fixed value", "value out
of range", and "invalid value".

The simulation of actuators — An actuator can be considered as a device that
receives the IoT system reaction based on the input data. We simulate the actuator
as a component that will receive the reaction signal (actuation data) from the IoT
system.

The simulation of a IoT device — In an IoT system, the sensor and actuator are
usually part of the same device. An IoT device can contain one to many sensors
as well as one to many actuators

The simulation of a network topology — A list of simulated IoT devices
forms the simulated network topology. Besides the list of devices, a network
topology can also provide the identifier of the dataset (datasetId),which contains
the data to simulate the SIS in a given time, the global replaying options, the
configuration to connect with the database, and the definition of the new dataset
where the data generated from the simulations will be stored.

The testing methodologies In this section, we present the testing methodologies and techniques we have adapted in the TaS enabler.
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Data Driven Testing — The Data Storage contains the datasets recorded from
the IoT system or entered manually. Each dataset contains sensor data (inputs
for TaS) and expected actuator outputs. The expected actuator outputs can be the
value recorded from the IoT system in a normal scenario. Engineers can also
enter them manually via the Graphical Interface. The Evaluation module will use
the expected outputs to compare them with the simulation output to determine if
they match. A test case passes if the simulation output is within the range of the
expected output. The Data-Driven Testing method is suitable for functional and
regression testing.
The Data-Driven Testing has been implemented as the main testing methodology
of the TaS enabler.

Data Mutation Testing — The Mutant Generator generates new sensor data
from existing data stored in the Data Storage by applying one or many mutated
functions, such as "change the event order", "change a value", and "delete an
event". The mutated data are input for the simulation. The Evaluation module
generates a report about the output differences when testing the system with the
mutated and the original input data. The Data Mutation Testing method is for
penetration, robustness, security, and scalability testing (e.g., mutating the device
identifier to obtain new devices). In the TaS enabler, we can mutate the device
identity to generate many devices while testing the system scalability. There is
also an interface to apply some mutation functions to a dataset manually.
Model-Based Testing [20] and Risk-Based Testing [12] are two other methodologies that we have studied but not yet implemented in the TaS enabler at the time
of writing of this paper.

The Testbeds
The Data Recorder — The TaS enabler provides the possibility to simulate an
IoT system using historical data.The data is used to create a model that represents
the behavior of the physical controlled process. This way, the model works as a
digital copy of the physical components. To this end, a Data Recorder module
is needed. The Data Recorder records all the events in the real system (coming
from the broker). This data (including both sensor and actuator data) is stored
in the Data Storage as a dataset. The sensor data can be forwarded directly to
the testing system (using the forwarding broker). The more data from sensors are
recorded, the more test scenarios are tested. By synchronizing the Sensor simulator timestamps with the Data Recorder, it is possible to simulate a particular
SIS (following the DT concept). By monitoring the SIS input and output, we can
build an automatic testing process for a complex IoT system.
The Regular and Malicious Data Generator — When testing the IoT system, there are many testing scenarios and cases that do not frequently occur in
reality. With the real IoT system, it is almost impossible to collect the datasets for
many testing scenarios. The Regular and Malicious Data Generator module helps
developers to create a testbed which contains sensor data for various scenarios,
e.g., making the temperature too high or too low. By combining multiple data,
one can create a testbed that includes many incidents or attack scenarios, such
as DDoS and data poisoning. The Data Storage stores all the generated data for
further use.

Digital Twin for IoT Environments : a Testing and Simulation Tool

4

Experimentation and Validation

This section presents the application of TaS in a use case which provided by
INDRA company12 .

Overview The rail domain requires infrastructure and resources that are usually
expensive and require a long-time planning and execution. Therefore, the usage
of the rail systems must be highly optimized, following strict security and safety
regulations. Several functionalities could be implemented within the rail systems
to ensure that the system could tackle its high critical requirements as planned.
The implemented measurements to track and keep a safe behavior of the rail
system are developed by the Intelligent Transport Systems (ITS) Domain Use
Case. This Use Case will describe logistic and maintenance rail activities. The
focus of the demonstrator is placed in the logistics activities.
A Logistics and Maintenance scenario is defined with the aim to provide information of the wagons that conform the rolling stock to assure the well-functioning
of the system. These events are only possible through the confirmation of the
train integrity, when the different wagons are locked and moving together. This
situation ensure the proper transportation of the rolling stock, avoiding possible
accidents. A representation for an architecture of this scenario is shown in the
Figure 2.

Fig. 2: Wireless Sensor Network Architecture. Source: INDRA

In the figure 2, the ITS system is located in the Logistics and Maintenance Platform, it receives and handles the data provided from the train (OnBoard) and
from the track (OnTrack). On each train, there is a WSN (Wireless Sensor Network) which includes several sensors, such as: accelerometer, ultra sound sensor,
12
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RSSI (Received Signal Strength Indicator) detector, GNSS (Global Navigation
Satellite System) receivers, RFID (Radio Frequency Identification), Humidity,
Temperature, CO2 concentrations, Title Detectors; actuators: LED and Display.
One OnBoard gateway on each train to send sensor’s data to and receive actuated
data from the ITS system on the Cloud. The WSN on track contains only a single
sensor: RFID. An OnTrack gateway send sensor’s data to the ITS system on the
Cloud.
The DevOps role in the Use Case consists in providing useful tools to manage
the behavior of the different rail components through SW tools. One of them was
TaS which focus on simulating and testing the ITS system on two aspects:
– To ensure the ITS handles properly all kind of input data, such as: normal
input data, malformed input data, invalid input data, etc.
– To ensure the ITS is able to handle a large number of trains.

4.1

Application of TaS to ITS use case

Figure 3 presents the TaS-ITS integration architecture. EDI (Elektronikas un datorzinātn, u institūts, Lavia) provides a testing train on which there are 13 sensors
in total. The OnBoard gateway on the testing train connect with the Partners Gateway in INDRA infrastructure. The Partners Gateway receives the input data, then
do some validation and pre-processing, the final data is forwarded to the Central
Gateway. The TaS tool located in Montimage infrastructure, connects with the
Partners Gateway and the Central Gateway to provide three main functions:
– Use a recorder model to record the Partners Gateway data, the recorded data
is stored in a Data Storage.
– Use a simulation model to simulate the behaviors of a train based on historical data which was recorded and stored in the Data Storage.
– Use a recorder model to monitor the status of the Central Gateway. The metrics on the Central Gateway are the key values to evaluate the performance
of the ITS system.

4.2

Results

The tests are divided in two stages. At the first stage, a recorder model has been
used to record the normal behaviors of a single train. The second stage consists
on re-injecting the recorded data to perform some tests:
– Scalability testing: adding some scaling factor to check if the gateway can
deal with a specific number of trains.
– Penetration testing: adding some data mutation to check if the gateway can
deal with some invalid data such as: malformed, invalid value.
The recording stage is shown in the following figures. The figure 4 shows the
status of the Central Gateway before activating the train. At this phase, there is
no sensors data, however there are still some messages which are the internal
messages of the gateways. The figure 5 shows the state of the Central Gateway
after activating the train. As shown on the figure, the traffic peak is recorded, the
published rate is around 170 messages/second, and the received rate is around
150 messages/second. This traffic is constant as it is required by the the safety
system. The recorded data is stored in the Data Storage, then it can be used as
an input of a simulation, or it can be duplicated, then mutated to generate a new
testing data-set.
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Fig. 3: The TaS-ITS integration architecture

Fig. 4: Before activating the train
Functional Testing — The table 1 has shown the result of functional testing,
as it must be noted that the system can handle malformed and invalid value data
without crashing.

Mutation Operation
Partners Gateway
Central Gateway
add a valid data row
processed and forwarded
received
delete an existing data row
operators as normal
operators as normal
modify - malformed data dropped the modified data row did not receive
modify - invalid data dropped the modified data row did not receive

Table 1: Functional Testing result summary
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Fig. 5: After activating the train

Scalability Testing — For scalability testing, several scale factors have been
tested as shown in table 2

Scale factor Number of simulated trains Total number of sensors
1
1
13
5
5
65
10
10
130
20
20
260
50
50
650

Table 2: Scale factors in scalability testing
The figure 6 shows that with the scale factors of 1, 5, 10 and 20, the messages are
carried without any issues, the metrics of the Central Gateway are scaled up with
a ratio almost the same with the scale factor. However, with the factor of 50, the
Central Gateway started to show some delays and the outputs messages are not
the same as the input messages, there are some failure indicators which means
the ITS Gateway is starting to queue the messages.

Fig. 6: Scalability Testing result
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Discussion

The proposed TaS tool helps testing new IoT applications and overcome the simulation limitations. For that it uses data from the real system to create a model of
the behavior and create functional, security and stress tests. The tool allows to improve the detection capabilities by automating several steps (e.g., test execution).
But still test generation can be improved to cover relevant test scenarios according to defined objectives (e.g., functional testing, regression testing, performance
or security testing etc.). The automation of this task will allow to reduce the time
of testing the target system as well as improving its coverage.
In the same way, an analysis of real system traces and logs can be used to automate its model building. This reverse engineering task is a complex task that can
be also explored as an enhancement of TaS tool.

6

Conclusion and Future Work

In this paper we presented a Digital Twin based tool for an IoT environment,
named Digital Twin Test and Simulation tool(TaS). The main objective of this
Digital Twin tool is to detect and predict failures in real IoT environments. The
TaS tool has been applied in different domains (e-health, transport, telecommunications, smart houses, etc.) showing that the proposed solution is generic and can
be applied to achieve different test objectives: security, scalability, energy, etc.
In the future, it will be adapted and used in several other collaborative projects
dealing with other domains and contexts. To illustrate its application we present
a case study, an Intelligent Transport System(ITS) application that provides a
simulation of a rail system describing logistic and maintenance activities. Experiments show that our Digital Twin is closely linked to the real world. We can say
that both worlds, the real and the digital one are synchronised. In practice, it can
help the IoT application developer save time and money on setting up the testing
environment and, thus, allows faster delivery of the applications.
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